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(57) ABSTRACT

The first authentication unit of an authentication apparatus
decides whether first authentication data exists in a received
message, and performs, if it is decided that the first authenti-
cation data exists, authentication based on the first authenti-
cation data. The second authentication unit of the authentica-
tion apparatus decides whether second authentication data
exists in the received message, and performs, if it is decided
that the second authentication data exists, authentication
based on the second authentication data. If the second authen-
tication unit decides that no second authentication data exists
in the received message, and the first authentication unit
decides that authentication has succeeded, it is decided that
authentication for the received message has succeeded.
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1
AUTHENTICATION APPARATUS,
AUTHENTICATION SYSTEM,
AUTHENTICATION METHOD AND
STORAGE MEDIUM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an authentication appara-
tus, system, and method using a plurality of authentication
schemes.

2. Description of the Related Art

A mechanism of authenticating a user or device using a
plurality of pieces of authentication information is known.
There are provided, for example, a technique for ensuring
high security using a plurality of pieces of authentication
information, and a technique of improving the usability by
only performing a first authentication step after a plurality of
authentication steps are performed once.

U.S. Publication No. 2010/0241857 describes a system in
which for each mobile terminal first authentication informa-
tion unique to it and second authentication information gen-
erated for it are used, and if authentication using the first
authentication information succeeds, communication with
the mobile terminal is allowed and authentication processing
using the second authentication information is executed.

Japanese Patent Laid-Open No. 2009-223739 describes an
authentication apparatus including a first authentication unit
for using an application installed on a terminal device, and a
second authentication unit for using an external service. The
authentication apparatus described in Japanese Patent Laid-
Open No. 2009-223739 simplifies a user login operation
using an authentication code obtained when authentication by
the first authentication unit and that by the second authenti-
cation unit both succeed.

Furthermore, ONVIF Core Spec. Ver. 2.2 pp. 30-31 dis-
closes a method of using two authentication schemes includ-
ing HTTP digest authentication and WS-Security to maintain
compatibility with an authentication scheme used in the pre-
viously released ONVIF specification.

In ONVIF Core Spec. Ver. 2.2 pp. 30-31, it is required to
check the presence/absence of authentication information for
HTTP digest and that for WSS (WS-Security) in a Web server.
In ONVIF Core Spec. Ver. 2.2 pp. 30-31, if authentication
information for WSS is included, even if no authentication
information for HTTP digest authentication is included,
authentication processing is executed using only the authen-
tication information for WSS without performing HTTP
digest authentication.

To check the presence/absence of authentication informa-
tion for WSS in the Web server, it is necessary to analyze an
HTML body, thereby imposing a high processing load.

SUMMARY OF THE INVENTION

The present invention provides a technique of improving
the usability of authentication and reducing the load of
authentication processing.

Furthermore, the present invention provides an authentica-
tion apparatus or a system comprising: a first authentication
unit configured to decide whether first authentication data
exists in a received message, and perform, if'it is decided that
the first authentication data exists, authentication based on the
first authentication data; and a second authentication unit
configured to decide whether second authentication data
exists in the received message, and perform, if it is decided
that the second authentication data exists, authentication
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based on the second authentication data, wherein if the sec-
ond authentication unit decides that no second authentication
data exists in the received message, and the first authentica-
tion unit decides that authentication has succeeded, it is
decided that authentication for the received message has suc-
ceeded.

Further features of the present invention will become
apparent from the following description of exemplary
embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view showing the configuration of a Web service
system,

FIG. 2 is a flowchart illustrating authentication processing
by a Web server according to the first embodiment;

FIG. 3 is a flowchart illustrating processing by a Web
service processing unit according to the first embodiment;

FIG. 4 is a flowchart illustrating authentication processing
by a Web server according to the second embodiment;

FIG. 5 is a flowchart illustrating processing by a Web
service processing unit according to the second embodiment;
and

FIG. 6 is a schematic block diagram showing a computer
implementing a network apparatus.

DESCRIPTION OF THE EMBODIMENTS

An exemplary embodiment(s) of the present invention will
now be described in detail with reference to the drawings. It
should be noted that the relative arrangement of the compo-
nents, the numerical expressions and numerical values set
forth in these embodiments do not limit the scope of the
present invention unless it is specifically stated otherwise.

FIG. 1 shows the configuration of a Web service system
according to an embodiment. The Web service system
includes a network apparatus 100 and a user client 13. The
network apparatus 100 is, for example, a network camera or a
computer on a network. The user client 13 is, for example, a
personal computer (PC), and communicates with the network
apparatus 100 via a network such as the Internet or a LAN.

The functions of the network apparatus 100 (to be
described below) are implemented by a computer integrated
in the network apparatus 100 which includes a CPU 101, a
ROM 102, a RAM 103, a secondary storage device 104, and
a communication unit 105, as shown in FIG. 6. In the com-
puter, the CPU 101 executes programs associated with a
method of the present invention, which are recorded in the
ROM 102. Information such as a SOAP message and authen-
tication result information 16 is then stored in the RAM 103
or secondary storage device 104. The communication unit
105 is used to communicate with the user client 13 or the like.
Note that the network apparatus 100 may include dedicated
hardware for executing each function (to be described below),
or execute some functions by hardware and the remaining
functions by the computer.

The network apparatus 100 is an apparatus for providing a
Web service, and includes, for example, a Web server 11
serving as a Web server function unit and a Web service
processing unit 12 serving as a function unit for providing the
Web service, as shown in FIG. 1. An authentication process-
ing unit 1 of the Web server 11 and an authentication process-
ing unit 2 of the Web service processing unit 12 together
constitute a user authentication system. The Web server 11
accepts a request for the Web service by an HTML message
14 from the user client 13 via the network such as the Internet
oraLAN.



US 9,083,530 B2

3

The authentication processing unit 1 executes HTML
digest authentication that is an HTML user authentication
mechanism. The authentication processing unit 1 determines
the presence/absence of authentication information for
HTML digest authentication, and executes authentication
processing, thereby generating authentication result informa-
tion 16. The Web server 11 then generates a SOAP message
15 based on the HTML message 14, and causes a transmis-
sion unit (not shown) to transmit the SOAP message 15 to the
Web service processing unit 12. Note that the SOAP message
15 includes at least partial information (for example, a body)
constituting the HTML message 14 and the Web server 11
does not analyze the SOAP message (the body of the HTML
message 14).

The Web service processing unit 12 is a module for per-
forming processing of the Web service, and includes the
authentication processing unit 2 for performing WS-Security
(WSS) authentication that is a user authentication mechanism
for the Web service. The authentication processing unit 2
includes an engine for analyzing the SOAP message 15
described in XML, thereby determining the presence/absence
of authentication information for WSS authentication and
executing authentication processing. The Web service pro-
cessing unit 12 processes a request for the Web service from
the user client 13, and transmits a processing result to the user
client 13 via the Web server 11.

FIG. 2 is a flowchart illustrating details of the processing of
the authentication processing unit 1 within the Web server 11.
The processing of the authentication processing unit 1 is
implemented when the CPU 101 as a computer reads out a
computer program stored in the ROM 102, and executes it.

Upon receiving the HTML message 14 from the user client
13, the Web server 11 analyzes the HTML message, and
determines whether an authentication header for HTTP digest
authentication is included (step S21). If no authentication
header for HTTP digest authentication is included (NO in
step S21), the Web server 11 generates authentication result
information 16 by setting “absence of authentication infor-
mation” (step S22). The Web server 11 transmits the authen-
tication result information 16 and SOAP message 15 to the
Web service processing unit 12 via, for example, a bus within
the network apparatus 100 (step S23).

If it is determined that an HTTP digest authentication
header is included (YES in step S21), the Web server 11
executes HTTP digest authentication processing (step S24).
The Web server 11 determines the result of the HTTP digest
authentication processing (step S25). If the processing has
succeeded (YES in step S25), the Web server 11 generates
authentication result information 16 by setting “presence of
authentication information” (step S26). After that, the authen-
tication result information 16 and SOAP message 15 are
transmitted to the Web service processing unit 12 via, for
example, the bus within the network apparatus 100 (step
S27).

On the other hand, if the HTTP digest authentication pro-
cessing has failed (NO in step S25), the Web server 11 returns
an HTTP 401 error (Unauthorized) to the user client 13,
thereby notifying it that the HTTP digest authentication pro-
cessing has failed (step S28).

In the embodiment, if there is no authentication informa-
tion for HTTP digest authentication, it is not prompted to add
HTTP digest authentication information by notifying the user
client 13 of the HTTP 401 error. In the embodiment, as shown
in step S23, no HTTP digest authentication is performed, and
the Web service processing unit 12 executes processing (to be
described below), and determines whether to notify the user
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4
client of the HITP 401 error. The Web server 11 does not
analyze authentication information for WSS authentication.

That is, the Web server 11 only determines whether there is
an authentication header for HTTP digest authentication or
whether authentication has succeeded if there is authentica-
tion information for HTTP digest authentication, and trans-
mits the determination result as contents of authentication
result information to the Web service processing unit 12.

The authentication processing by the Web service process-
ing unit 12 will be described next. FIG. 3 is a flowchart
illustrating details of the processing of the authentication
processing unit 2 within the Web service processing unit 12.
The processing of the authentication processing unit 2 is
implemented when the CPU 101 as a computer reads out a
computer program stored in the ROM 102, and executes it.

The Web service processing unit 12 analyzes the SOAP
message 15 acquired from the Web server 11, and determines
whether WS-Security authentication information (WSS
authentication information) is included (step S31). If there is
no WSS authentication information (NO in step S31), the
Web service processing unit 12 determines whether the
authentication result information 16 acquired from the Web
server 11 indicates “presence of authentication information”
(step S32). If the authentication result information 16 indi-
cates “presence of authentication information” (YES in step
S32), HTTP digest authentication has succeeded in the Web
server 11. The Web service processing unit 12 thus allows the
use of the Web service without performing WSS authentica-
tion, and executes processing of the Web service (step S34).

If the authentication result information 16 indicates
“absence of authentication information” (NO in step S32),
neither HTTP digest authentication information nor WSS
authentication information exists, and thus the Web service
processing unit 12 replies with an HT'TP 401 error (step S33).
The HTTP 401 error is transferred to the user client 13 via the
Web server 11. This can prompt the user client 13 to send a
request by including authentication information for HTTP
digest authentication in an HTML message.

On the other hand, if it is determined in step S31 that WSS
authentication information is included (YES in step S31), the
Web service processing unit 12 executes WSS authentication
processing (step S35). The Web service processing unit 12
determines whether WSS authentication has succeeded (step
S36). If WSS authentication has succeeded (YES in step
S36), this means that both HTTP digest authentication and
WSS authentication have succeeded. The Web service pro-
cessing unit 12, therefore, allows the use of the Web service,
and executes processing of the Web service (step S34).

On the other hand, if it is determined that WSS authenti-
cation has failed (NO in step S36), this means that HTTP
digest authentication has succeeded but WSS authentication
has failed. In this case, the Web service processing unit 12
notifies the user client 13 of an HTTP 400 error (Bad Request)
indicating that WSS authentication has failed (step S37). The
HTTP 400 error is transferred to the user client 13 via the Web
server 11.

Note that although the user client is notified of the HTTP
401 error in step S33, it may be notified of an error (401
Unauthorized) by a SOAP message in addition to the HTTP
401 error. This error notification indicates that HT'TP digest
authentication has failed but whether to interpret the error of
the SOAP message is up to the user client 13.

Furthermore, although the user client is notified of the
HTTP 400 errorin step S37, it may be notified of an error (ter:
Unauthorized) by a SOAP message in addition to the HTTP
400 error. This error notification indicates that WSS authen-
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tication has failed but whether to interpret the error of the
SOAP message is up to the user client 13.

According to ONVIF Core Spec. Ver. 2.2 pp. 30-31, before
and after performing HTTP digest authentication, it is neces-
sary to determine whether WSS authentication information is
included and, therefore, it is required to provide a mechanism
of checking WSS authentication information within the Web
server. According to this embodiment, however, the Web
server 11 for performing HTTP digest authentication gener-
ates authentication result information 16 and sends it to the
Web service processing unit 12 without determining whether
WSS authentication information is included. This eliminates
the need to analyze the HTML body to check the presence/
absence of WSS authentication information within the Web
server 11, thereby reducing the load on the Web server 11.

The second embodiment will be described with reference
to FIGS. 4 and 5. A system configuration according to this
embodiment is the same as that of the first embodiment shown
in FIGS. 1 and 6 except that additional functions are provided
in a Web server 11 and Web service processing unit 12. The
additional functions of the Web server 11 and Web service
processing unit 12 make settings of HTTP authentication and
WSS authentication, consider a user client having a specific
user authority, and skip authentication processing in a specific
service. Especially if an HTTP authentication scheme is not
digest authentication, user authentication is performed by
WSS authentication, and thus an authentication processing
unit 1 of the Web server 11 according to the embodiment
generates authentication result information 16 by setting
“absence of authentication information”.

FIG. 4 is a flowchart illustrating processing by the authen-
tication processing unit 1, which is obtained by extending the
flowchart shown in FIG. 2 to support an HT'TP authentication
scheme other than digest authentication in the Web server 11.
The processing of the authentication processing unit 1 is
implemented when a CPU 101 as a computer reads out a
computer program stored in a ROM 102, and executes it. The
administrator of a network apparatus 100 decides, in advance,
an HTTP authentication scheme to be supported as a setting
of the Web server 11. This setting is stored in a secondary
storage device 104.

Upon start of the processing, the Web server 11 determines
an HTTP authentication scheme set in an HTML message 14
(step S41). If the Web server 11 determines that the HTTP
authentication scheme is “digest authentication” as an
authentication scheme using authentication information, it
advances the process to step S21, and then executes the same
processing as the authentication processing described in the
first embodiment (FIG. 2).

On the other hand, if the Web server 11 determines in step
S41 that the HTTP authentication scheme is “absence of
authentication”, it generates authentication result informa-
tion 16 by setting “absence of authentication information”
(step S22). The Web server 11 transmits the authentication
result information 16 and a SOAP message 15 to the Web
service processing unit 12 via, for example, a bus within the
network apparatus 100 (step S23). In this case, only WSS
authentication in the Web service processing unit 12 is
executed as authentication processing.

If'the Web server 11 determines in step S41 that the HTTP
authentication scheme is “basic authentication”, it executes
HTTP basic authentication processing (step S42), and deter-
mines whether the HTTP basic authentication has succeeded
(step S43). If the HTTP basic authentication has succeeded
(YES in step S43), the Web server 11 generates authentication
result information 16 by setting “absence of authentication
information” (step S22). The Web server 11 transmits the
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authentication result information 16 and SOAP message 15 to
the Web service processing unit 12 via, for example, the bus
within the network apparatus 100 (step S23).

On the other hand, if the Web server 11 determines that the
HTTP basic authentication has failed (NO in step S43), it
notifies a user client 13 of an HTTP 401 error (step S44), and
prompts the user client 13 to add authentication information.

Note that in the above-described processing, if the authen-
tication scheme set in the HTML message 14 is HTTP basic
authentication, HTTP basic authentication is executed. This
authentication processing, however, need not be executed.
For example, if an authentication scheme other than HTTP
digest authentication as an authentication scheme using
authentication information has been set in the HTML mes-
sage 14, “absence of authentication information” may be set
in the authentication result information 16 without perform-
ing subsequent authentication. If an authentication scheme
other than HTTP basic authentication has been set and the
Web server 11 supports the set authentication scheme, the
Web server 11 executes authentication by the authentication
scheme. If the authentication succeeds, the Web server 11
may set “absence of authentication information” in the
authentication result information 16.

FIG. 5 is a flowchart illustrating the processing of the
authentication processing unit 2, which is obtained by extend-
ing the flowchart shown in FIG. 3 in consideration of the fact
that the Web service processing unit 12 can execute process-
ing for a specific service and can set the user level and WSS
authentication. The processing of the authentication process-
ing unit 2 is implemented when the CPU 101 as a computer
reads out a computer program stored in the ROM 102, and
executes it.

The Web service processing unit 12 analyzes a SOAP mes-
sage, and determines whether the SOAP message is a request
for a specific service (step S51). Note that the specific service
is, for example, a service which does not require user authen-
tication such as provision of time information or function
information of the network apparatus 100. If the SOAP mes-
sage is a request for a service which does not require user
authentication (YES in step S51), the Web service processing
unit 12 allows the use of a Web service, and executes process-
ing (step S53). If the SOAP message is transferred from the
Web server 11 (step S23 or S27 of FIG. 4), the Web service
processing unit 12 executes processing of the specific service
regardless of the WSS authentication information or authen-
tication result information 16 in the authentication processing
unit 1.

If the SOAP message is a request not for a service which
does not require user authentication but for a service which
requires user authentication (NO in step S51), the Web ser-
vice processing unit 12 determines whether WSS authentica-
tion is enabled in the network apparatus 100 (step S52). The
administrator of the network apparatus 100 sets, in advance,
enabling or disabling of WSS authentication. This setting is
stored in the secondary storage device 104. If the Web service
processing unit 12 determines that WSS authentication is
enabled (YES in step S52), it advances the process to step
S31, and then executes the same processing as that shown in
FIG. 3 according to the first embodiment. If it is determined
that WSS authentication is not enabled, the process advances
to step S53.

Inthe above description, even if WSS authentication infor-
mation is included and is not correct, the Web service pro-
cessing unit 12 provides the Web service as long as WSS
authentication is disabled. The present invention, however, is
not limited to this. If, for example, WSS authentication is
enabled and WSS authentication information is included, the
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Web service processing unit 12 may execute WSS authenti-
cation processing. If the authentication information is not
correct, the Web service processing unit 12 may notify the
user client of an HTTP 400 error without providing the Web
service.

A function of determining that user authentication has
failed if the user has no authority to use a service or the user
is a specific user, regardless of the result of WSS authentica-
tion processing, will be described. For a service for changing
important settings of the network apparatus 100 such as net-
work settings, there is a demand for providing a service to
only specific users or authorized users. To satisfy the demand,
before the processing in step S34 or the processing in step S53
executed when WSS authentication is disabled, it may be
determined whether the user client 13 has the authority to
execute the Web service. If the user has no authority, he/she is
notified of an HTTP 400 error without allowing the use of the
Web service and executing processing.

ONVIF Core Spec. Ver. 2.2 pp. 30-31 describes an access
control function of restricting a service by a request for a
specific service or a user authority in addition to whether
WSS authentication information is included. To execute this
function, a mechanism is necessary to analyze the SOAP
message in the Web server 11 to check which service has been
requested by the SOAP message or check WSS authentica-
tion information. According to this embodiment, however,
the Web server 11 for performing HT TP digest authentication
or HTTP basic authentication transmits the authentication
result information 16 to the Web service processing unit 12
without determining which service has been requested or
whether WSS authentication information is included. This
eliminates the need to analyze the HTML body to check
which service has been requested or whether WSS authenti-
cation information is included, thereby enabling to reduce the
load on the Web server 11.

Although the embodiments of the present invention have
been described, the present invention is not limited to them.
Various changes and modifications can be made within the
spirit and scope of the present invention. For example,
although the single network apparatus 100 includes the Web
server 11 and the Web service processing unit 12 in the above
description, these components may be included in different
apparatuses. That is, a network system including an authen-
tication apparatus corresponding to the Web server 11 includ-
ing the authentication processing unit 1 and an authentication
apparatus corresponding to the Web service processing unit
12 including the authentication processing unit 2 may be
implemented.

Other Embodiments

Embodiments of the present invention can also be realized
by a computer of a system or apparatus that reads out and
executes computer executable instructions recorded on a stor-
age medium (e.g., non-transitory computer-readable storage
medium) to perform the functions of one or more of the
above-described embodiments of the present invention, and
by a method performed by the computer of the system or
apparatus by, for example, reading out and executing the
computer executable instructions from the storage medium to
perform the functions of one or more of the above-described
embodiments. The computer may comprise one or more of a
central processing unit (CPU), micro processing unit (MPU),
or other circuitry, and may include a network of separate
computers or separate computer processors. The computer
executable instructions may be provided to the computer, for
example, from a network or the storage medium. The storage
medium may include, for example, one or more of ahard disk,
a random-access memory (RAM), a read only memory
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(ROM), a storage of distributed computing systems, an opti-
cal disk (such as a compact disc (CD), digital versatile disc
(DVD), or Blu-ray Disc (BD)™), a flash memory device, a
memory card, and the like.

While the present invention has been described with refer-
ence to exemplary embodiments, it is to be understood that
the invention is not limited to the disclosed exemplary
embodiments. The scope of the following claims is to be
accorded the broadest interpretation so as to encompass all
such modifications and equivalent structures and functions.

This application claims the benefit of Japanese Patent
Application No. 2012-122399 filed on May 29, 2012, which
is hereby incorporated by reference herein in its entirety.

What is claimed is:

1. An authentication apparatus comprising:

a first authentication unit configured to decide whether first
authentication data exists in a received message, per-
form first authentication based on the first authentication
data if it is decided that the first authentication data
exists, and output, without analyzing whether second
authentication data exists in the received message,
authentication result data indicating whether the first
authentication data exists in the received message; and

a second authentication unit configured to decide whether
the second authentication data exists in the received
message, and perform second authentication based on
the second authentication data, if it is decided that the
second authentication data exists,

wherein the second authentication unit decides if authen-
tication of the received message for a service succeeds
based on the authentication result data indicating
whether the first authentication data exists in the
received message and a result of the decision of whether
the second authentication data exists in the received
message.

2. The apparatus according to claim 1, wherein

if it is decided that no first authentication data exists, said
first authentication unit outputs a second message
extracted from the received message to said second
authentication unit, and

said second authentication unit decides whether the second
authentication data exists in the second message, and
performs, if it is decided that the second authentication
data exists, authentication based on the second authen-
tication data.

3. The apparatus according to claim 1, wherein

if it is decided that no first authentication data exists, said
first authentication unit outputs a second message
extracted from the received message to said second
authentication unit, and

said second authentication unit decides whether the second
authentication data exists in the second message, and
decides, if said second authentication unit decides that
no second authentication data exists and said first
authentication unit outputs absence data as the authen-
tication result data, that authentication for the received
message has failed.

4. The apparatus according to claim 1, wherein

if said second authentication unit decides that no second
authentication data exists in the received message, and
said first authentication unit decides that authentication
has succeeded, said second authentication unit decides
that authentication for the received message has suc-
ceeded.
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5. The apparatus according to claim 1, wherein

if it is decided that the authentication based on the first
authentication data has failed, said first authentication
unit transmits an authentication result to a transmission
source of the message.

6. The apparatus according to claim 1, wherein

if it is decided that the authentication based on the first
authentication data has succeeded, said first authentica-
tion unit outputs a second message extracted from the
received message to said second authentication unit, and

said second authentication unit decides whether the second
authentication data exists in the second message, and
performs, if it is decided that the second authentication
data exists, the second authentication based on the sec-
ond authentication data.

7. The apparatus according to claim 1, wherein

said first authentication unit decides whether an authenti-
cation header for HTTP digest authentication exists as
the first authentication data in the received message, and
performs, if it is decided that the authentication header
exists, HTTP authentication based on the authentication
header, and

said second authentication unit decides whether WS-Secu-
rity authentication information exists as the second
authentication data in the received message, and per-
forms, if it is decided that the WS-Security authentica-
tion information exists, WS-Security authentication
based on the WS-Security authentication information.

8. The apparatus according to claim 1, wherein

if a setting has been made not to perform the authentication
based on the first authentication data, said first authen-
tication unit outputs absence data as the authentication
result data to said second authentication unit.

9. The apparatus according to claim 1, wherein

if said first authentication unit decides that no first authen-
tication data exists and the received message is a request
for a specific service, said second authentication unit
decides that authentication for the received message has
succeeded.

10. An authentication method comprising:

deciding by a first authentication unit whether first authen-
tication data exists in a received message, performing
first authentication based on the first authentication data
if it is decided that the first authentication data exists,
and outputting, without analyzing whether second
authentication data exists in the received message,
authentication result data indicating whether the first
authentication data exists in the received message; and

deciding by a first authentication unit whether the second
authentication data exists in the received message, and
performing second, authentication based on the second
authentication data if it is decided that the second
authentication data exists,

wherein the second authentication unit decides if authen-
tication of the received message for a service succeeds
based on the authentication result data indicating
whether the first authentication data exists in the
received message and a result of the decision of whether
the second authentication data exists in the received
message.
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11. The method according to claim 10, wherein

if it is decided that no first authentication data exists, the
first authentication unit outputs to the second authenti-
cation unit a second message extracted from the received
message, and

the second authentication unit decides whether the second
authentication data exists in the second message, and
performs, if it is decided that the second authentication
data exists, authentication based on the second authen-
tication data.

12. The method according to claim 10, wherein

if it is decided that no first authentication data exists, the
first authentication unit outputs to the second authenti-
cation unit a second message extracted from the received
message, and

the second authentication unit decides whether the second
authentication data exists in the second message, and
decides, if the second authentication unit decides that no
second authentication data exists and the first authenti-
cation unit outputs the absence data, that authentication
for the received message has failed.

13. The method according to claim 10, wherein

if it is decided that the authentication based on the first
authentication data has failed, the first authentication
unit transmits an authentication result to a transmission
source of the message.

14. The method according to claim 10, wherein

if it is decided that the authentication based on the first
authentication data has succeeded, the first authentica-
tion unit outputs a second message extracted from the
received message to the second authentication unit, and

the second authentication unit decides whether the second
authentication data exists in the second message, and
performs, if it is decided that the second authentication
data exists, the second authentication based on the sec-
ond authentication data.

15. A non-transitory storage medium storing a computer

program, the computer program comprising:

a first authentication module configured to decide whether
first authentication data exists in a received message,
perform first authentication based on the first authenti-
cation data if it is decided that the first authentication
data exists and output, without analyzing whether sec-
ond authentication data exists in the received message,
authentication result data indicating whether the first
authentication data exists in the received message; and

a second authentication module configured to decide
whether the second authentication data exists in the
received message, and perform second authentication
based on the second authentication data if it is decided
that the second authentication data exists,

wherein the second authentication module decides if
authentication of the received message for a service
succeeds based on the authentication result data indicat-
ing whether the first authentication data exists in the
received message and a result of the decision of whether
the second authentication data exists in the received
message.



